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(54) METHOD AND APPARATUS FOR SAFEGUARDING DIGITAL ASSET 



(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a further 
effective method for continuously safeguarding and at 
the same time protecting a digital asset. 
SOLUTION: When a safeguarded file is secret even if a 
proper access right is given, at least a security use 
permission key is required. The secured file has two 
portions, namely a header portion and a secured data 
portion. The header includes security information that 
indicates or includes an access rule, a protection key, 
and a file key. The access rule facilitates access to the 
safeguarded data portion, and determines who can 
substantially access a safeguarded document. The file 
key is used for enciphering/decoding the safeguarded 
data section, and is protected by the protection key. 
When contents in the safeguarded file are handled secretly, the file key is protected jointly not 
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only by the use permission key but also by the protection key regarding a user who tries to 
access the safeguarded file. 
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[#fFii*©tffl] 

fct>m©«fclS 2 2 ©Utegg 1 

©e^Bf^t-f 5©ic^/S£ti, *2<ofiHtit#fi:Sii 

3>oB£ ^-ft £ jxfcgf 2 ©|t»7* ^ -fe^KIIJlC J; 9 ftff $ 

ft 

rtcDT^ir^»JE!iM^Sr*^-f Sfcfelc, T^y 

11**384] r^ir^siijf*, e»es*w»-c«a* 

[ft#f5] fB3£#JW!Si3:, (i) SGML, (i 
i) HTML, (i i i) WML, (i v) XACML 

[»#16] Sg2©»4, ^fcSfctj^fcffif-^IMIt 
1 iCfa^CD7d— 7? h 0 

[«*S7] llf^lsSftfc^l©©!*, Hi©®-© 

m kb &>s t * * mm-f % -fe * a. y ^ ft^t* * 

ho 

tt, f 2©it, S^^fc^x^T^ir^LJ;? 
tt5a- f£fflfFW»©W#i t tiro 

(4, |?2©§ifc, gc^^fc^r^/KT^ir^LiS 
t -f 5 ^ — if CD 7 £ ir ^ ft *f~f 5 #S U * 7 * * * # y 
v—cd^^/^^x h tMciD^WO a-f iti^-CtS 
<t5(-, #BiJcDT^1r^jKy ^-(-HiiLTV^, ft* 

3i7(itaacD7^— 7? h„ 
[iMio] JBi©it», »t-^fls£ft;fc7 f -*as# 



lit*!-, 7r-f/HH*fiair*J:5K:»S*nfc«« 

®T*fc5, it*]S7i^|B*CD7^— 7y h„ 
[IMSSll] ®2(D^ii, Bt^ft^HJ-OT^-fe^ 

-77 ho 

fi.o^7^©Lr^yx^fMRfti^*^T^5, ft* 
ill l \cWM<D7*—?-y h„ 

1 3 ] m^rit ztiitrmxmift. %±it 

Hfotc7T4 tv^Tf^-z. LJ; 5 fc-f-5-a-— if KM*?" 
7 ho 

^.-1f(DT^-fe^ttl-*i-Lrx^ h£lx5, ft*iil 3 
^ISftcD7*— 7-)i ho 

ms, it^iii 4iriaa©7*— 7? h„ 

Sr#i-5i:#^ro^SJ[DW*ii,5rt«st?#5, fit*:® 
l 5\z.WM<vy y ho 

[ft**! 17] -k df ^ y r >f ffifflff^it$t4, gc£{L 
^}lfc77 -f /W©ffi$ i"<Mz.Wik L, SS* i^/W*, 
ft*cD««^^««©$5ffl-e&5, Mf#* 7 iciBftcD 
h„ 

[|»#« 18] 1 o©*B* i^/Mc&SSftfcttffllf 
n]"$if4, 1 o©^w^;v©Xt'i ; !r<D 1 ocDgf^w 
•^/vj; (Pffiv^-r^rcDSS^ u-^/H^ov^-ffiffl-rS- 1 
*s-C#5, lf*ISl 7iCffi«07*— ?? ho 

[lt*iI19] BS#{b$tifcSll©»±» *2 0»Sr 
S 19 WSfahfjfefe.jfevr £ ft Lie, JESf*^5- t^-c 
t5, lt*ill IC|B«C07*— 7y ho 

[It*il2 0] m^'-^-cDSiJPfi^tiitr^ir^^ 

5 v- ^ r a ic *5 v ^ t , nfrf—f itm^-T 2 - ^ 

©a VxV^^cDTi?ir^$:$iJ#p-t-5 7^— 77 hC# 

8? 1 cDff CDB£ #{tlK, % 2 < 1 1> 1 -OCDB^-^" 

<yK, ST-^-^rtcDa^x^^^cDT^ir^SrfMfPt- 

a^^#L, £o, 
[WM2 1] ir^-^ y r^«fflfF"5Ii4, S^L^tL 
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S^SrfflW-TS, lt*3S2 1 KlEfc©?*— K 

[»M2 3] r^-fe*#y|ij©/>#< t SB 

2fcfE<c©7;i- — 7y k 

-</W£#«£;ft/fc 1 £ Iff 1 t) ffi-f fc*6K:, 

[ft** 2 5 ] ^ffifF «r#», 1 o»g;« v^vncasf 

fcfctfc:, Jffl©fi£&i9tfWi&i^ f?2©fl£*fi 
^^VH:tU ^tel^x-^© 1 ocd:/p 

2 7] n y ? COT' a y 9 -f4 Xft&&-<*3b 

[11*312 8] JgRtt, ^*S*btLfcBt-^a«rt'e 
S«Snfc^ny^-!>--fX©ffi«T?*>«, lt*"l2 71: 

[ft#f2 9] «^-*^©«K;**vfc7*-fc;** 

f^f-^^iift/fl^ics, as 2 wircfg i 

ff2©«"CfSl©|iSrltff*fl;U 
Jg 2 ©«l©B£^JS£l§£-f Sfc»t® 2 ©ft^B^ft 

u 

b, 

not Bf-^b*tbfc«2©«Rtjrr^-fe^aa!i*^ 



»i<^©^«f^^*^trsfc*t^2©«-c^ 
i ©e*i*-^b u 

i©§i©#j^^tJK£B#-§-fbr5, »*ii2 oi^iaa 

fgl©fi£Bf#{kL, Hl©«i©Bff#{bJSS:^fi!t-r5fc 
ftfc % fg 2 ©ftl?SS 1 ©SI©MSB£#{l»B^br 

11*31 2 9 i^ta*©^., 
[it*ii 3 3 ] ffiMtF bt»f±. m i (Dm&m *> writ 
& x.$iRm^mmif% * ^ a © i±, if ©sue ©s^t $ 

*rf 2 9 tlBfc©^,, 

[|f*ll 3 4 ] l^/H3\ S±©ffi&^ £>#®S& 

©<6H-e*> 5 , I** 1 ! 3 3 i^fB«©^fe 

[|f*il 3 5 ] teffi fF5]"H©®& i^H-XiiffifflffF 

74^n<D%\ <r>m&w> wrfc*^ t?±*mm 

3 4 iae«©*fe 

ns, w*jI3 5icia«©7jfe„ 
[it*ii 3 7 ] f«*ftwi§fi, T—pT-y -f-mmxh 

3 6 iC|B«©*fc 
[»*II3 8] v-^ry/titt, (i) SGM 
L, (i i) HTML, (i i i) WML, Rtf (i 
v) XACML©5t©lo-C&5, W*ll3 7^|Eic 
©*■&„ 

[»*JS3 9] m2©»©Bt-^-fb)SS:«^-r5fc*(C 

m2<DM%9f^it-rz,?-bix 

Lt, m2©®^Bt#ft-T5, lf*Jl2 9(^fB*©^ 
[lt#«4 0] H2©^©Bt-^fL)S(4, ©fta— ffH 

[|f*il4 1] •^-^^©SiJRS^^fcT^-fe^Sr 
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I^f-? IC7 ? ir * LfcV^— if tiia-r 5fg!iE$;ft, 
fca— ifg|£&#U 

JR 2 »il£J& 19 ft U 

[11**4 4] T^ir^^IiJ«, E3d5W«is-e*a§ 

!2, 3— if^^7=-^(cr^-fe^1-5^t^fF$^-c 
v^s fcSaeSftfclfci!:, fgiE^ixfca.— ifjrc«^£*i 

4 1 (cfBfc»^r?£ 0 

LTfUffi-fSifct^i;^ »l©«i«rIR#-f5, 
4 1 tia«<D*S„ 

ff*ns, 4 1 Kisa©*«fe. 

fttt-f- 5 3 >- tf a -r ^ v if v-x r a -vmn $ ti % y 



Srrtr-^ft I" 5 y° p ^ 5 A a - k t , 

mm-rz>y*vifyj*=i~-Yb, 

%±it S ft 7 r w ^ * 5 * K> - v # * Bf * 

ho 

[ft*i!5 0] m^-^rofMRSitifcr*-*** 

im&it isti. to^jyvy =n r y n ^ * i- ct, 
mT-y- ? m r ^ -t ^ tfc v if mm-r % mm $ n 

/ C 3-if m%W& -T 57n^7A3-Kt, 

3-if tfSjgijri ^ r ir ^ « ^r^-f 5 ^Srft)&f- 5 * 

3-if ^^-^ ^ [- t ^ ir ^ -f 5 ^ t ^fF § nr ^ S 

3- - y ic Higf Sttffi ¥F "T« «r JS#1" 5y°p^5A = - 
® 1 (om^Wm^n &-f±$>\c^ S§2©®i<f£fflfF"5T 

^ 1 CDilSr{£ffi L-C, a^-^WBt-^kJSSr^-t-Bf-S- 
fc, tt«77b>>x77ti^no 
[0 0 0 1] 

1 2 0fcaiJS*tJ.oaiWOi6»" (T^ir^fl5iJ»©fc 
#><D%&ikf— iry*— ?y b) Secured Da 
ta Format for Access Cont 
r o 1" CD, *H#fFtttR#-!f- 10/074, 804CD 
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^(Dtamit, 2 o o if 1 28 1 2 Bimmztit^ m 

ERVASIVE SECURITY SYSTEM 

s" Kmu¥fffmmm-%6 0/3 39,6 3 4©fij 

3SSr»*U -t IT, 19 r ifcjtfl^&SftS,, 

S^COT^ir^^tCDW'ffi) Evaluation of 

Access Right to Secured 
Digital A s s e t s " <D, *H1#fFttililff -5§- 

10/127, 1 0 9<d{c^m»l, mmicxv r^ir 

jA^-i ^tt5o 

[0002] *3§pji», &mmmto<D i ?-9<r>fm<D& 

SfcHiSL, #fc, fVy^^fl (Mill S^x- 
[0 0 0 3] 

[«*<©&«] B&ftfc, ^v^y Rifttii</& 
S-fS iift«E#t?S)a. - ©jfcfi t 5Wft 

t fSAfctssiw t f - * <Dit^<D^mr^ K^m 

fcAtftg^tt^LT^So 'f^-^yHt tiS 
fc^e § ftfc 3 y tf a - * t m^-mm^it < Bflgc $ ft 
fc, &«IoI»^y^-nfc5„ Si30ft 

4 ttfttf, fFw $ n-c v ^ ft v >#x »aw 

J.o, <&#t iy-ieWi-tiT^-fe^S^ftvv 4>f> 

*#©fl»«^T * ir ^ $ its. 
[0 0 0 4] -fy^-^y H^frfcoTStftS^frtf) 

LtcST-^fclX^I^S- ir^fFLTV^ SBfBI+^" 

fc, m^-tefcffiSfc#ffi-r5o a^Wfcfs^^^fc'it^ 

-So 

[0 0 0 5] y^-^ y h £;bfcoT^ft5##cD 

fflti&$m-r5ffif t t><r>&t><n 1 of*, >^-^y h- 

±<D 2 ocoajf -f 53^t°3.-^cD [f cofiiftilfi-tr y f 
3 ^SrS^ft-f STcfefc, 1 oXf«ttK-h<OB£-5§-fH£ 
«5rffiffii-5ifcT?fc5„ lf-!HMS*tt:, mitf*** 

t -f" 5#fcff * 5 r £ * L fc , 

^Fgftjiff ^-V^/v^r^/c 19 ff $&£H£j£-t-3#&c&*tt 
-f5o if^-fbftffrtcDif^a^MbT, low/-?— 



x^f— ^ fFBT$tbTV^ftV^3©/-?— -r-f — <DT?± 
[0 0 0 6] 7r-f7-!?*-/VH ffilW^y M7 — ? 

fcwBo^w*fr^wT:?-fc;*£#3Mi4, WJI^ft/t 
XB^wff $fc/^ 5"T5 i: ii^?S£ftT^ft^«f 

y hwTOWftttSfci"?, Wg^-*, ^ 

ffi^ib, ^fF^W^-iffciS^MftT^-fe^X^ffi 
ffi(C*tLT, fiJffl-T:-t5SS_i.-o»^ftSSa5„ 
[0 0 0 7] ^H-tfelEK (GAO) A»6>©gcj^§ 
S±, " *Bffi^F*>|CD7o©iBMr-©iAftE.o^ffi«j 

fc^tjLTv^s" tpafc^-c^5„ $^fc, 

o #^ri4Mi-, ftA#i4OT©ffiifrfcfig 

[0 0 0 8] 

*#<Mf«£f*»^5$)S#jftMfe£:SLT 

fc, 7r'f7-!>t-/K IKim/y-f-^- b^y 

^ (VPN) StmAW-^rA (IDS) SrlBiiL 

TV^5 0 ^Mftrt!^, r^x^©a*»ir^3.y-r^# 

If *W4«r t o T»«r 6 © fc^^T'fo 5 r t ^5>^o 
fc„ Mx.fi, ^©^d^«ftX#fcT^ir^-r5/cJ6 
fc/^^7- Ffcft#f 5^ tit, LiiLii, icXfcO/-? 

SltS*38^fS. tto-C, ffc, ^^/HSfSSr^ 
^fc UJio^if f SHfcS»*«Jft*feSrllW-t- 5 ^ t ^ 5 

[0 0 0 9] 
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[0010] *mw\*, stf-f w/vmm^mmc 

=l— mc£-?X<D%.T l.o, m-o^toi^ 

xV^;HfMf4, MPSft^ftv^, «*»^3;cd:£ 
or, ^^yv»«r±, ?F^£ftfcT 

ItflfWg^ft £ fltc 7 r -f flsfoo 3 1/7- *sV KT ? ir* 
[0 0 11] ^|SMCDffi(DiRfSt-eH:, %£Ak£tl1t7T 

•e, ££fc£ft;fc:£*8sr ft 5 3a»fcito£f 
So Tr^/Hlte, 9#^£ftfcy-^|S#£iit^t:/ 

Tr^Hlte, ^J}it7T^;^7^ 

nr«i«ifc/i<, «sH&~£5#iirc««£fts. rco 

[0 0 12] *^^CD$ bi^CD#^-C!4, -fe^fa y^ 
•i"fefflfF^f4, a-fOt^!Jf>f7^t^^ 
MoT, ^££ttB.ofijyf-re>tb5o « a !)f-fffi 
ffiffF~5T#i4, ^»S5^*^^i5^<D^H^5t5 0 a— 



}4, ^co-fedf-r. y-r^- ^/v^-rs^-rs-fe^^y 

x -C {£ffifF ^ cd fc & K«S T & ft 5 „ -itit* 

fFnTflS4, H^co-fe^y^ u-^/HJiXtt-tW-fe^ 
i^/w4t>{6<#S£ftfcS^ffc£ftfc:7T^ 
A-£T^ir*1-5coi;:<f£ffl£ft54 5^ 8£/££ft3„ 

rcofeU:, a-ifi4, ioot*a y ^ffifflirsTii© 

ttfc-rz-t *~ y x^£fflfT^#I^K*£ftT^3 1 t 
i-f4, »»M|i^#t^^^?>„ irdf-^ y r-fffifflfF 
^T«!4, £#<*ft, ftj££ft;fc1?*3. yf^ l<"<MCfe 
oT|§3E£ft, loMHStSt^aUT-f l^A-XBS 
gf U^UXmmm^ ^ £ ft 5 ft^ft £ ft 7 y / WOT 

^y-r^^fflfFnI®i4, ^HWStStJfa!)?^ 
f485« l"</V 4 15 ffi < 85*filV ^ § ftfc , g^fb 

ftfdftT<fc3„ Hfii-ft#LT, ir^^y^^ffiMfF^I 
Sit4Mi-, -ir^^- y x^ffifflfF^®cD-fe^-^. y^r^ u^- 
^^itiP^itS, ^aiJ/t^/ittSl4EX[4, 

[0 0 13] HfTt/SffltfeffL-C, *^K!4, ^y-f 
TV f^v-VX!4-y— /^Wrt-CHfT^^X}4«ffl^ 
tL5 5» AMWi-!4, ^^£77^^*- If 

r-f /v-^co^-— if cor ^-fe^tt^, if^- ^v->yrtr*S 
PMSic^^ti?>®-g-ic(4, #3£W4, •if-^-x'v'V 

^y^ry h^wrt-etfi^-r5 4 si-ts^ixfc 

[0 0 14] *|8iKcDteco#!t&t>'1Ifi^i4, SsttcoEl 

5o 

[0015] *mm<o^hh<Dmwi&Tm&MJ&, sit 

Stb4 5„ 
[0016] 

h7x77"p^ M-P*-f5„ *|SS^coioco#mi- 
ttoT, ft^-fl:$^c7r-r/H4^o^copgS«i^-fe^ 
=>. !»7^ ^/WT^S$tb6„ S^fL^^fcffi^ftV^co 

-if i4 2 o cotiliKi^tt^, ^ ttfciS^® V ^ co T 

T-f/H^lcOtffRco" *PS^S^&5" t" WU&ftl"< 
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it £ tiitM& t m \m^t £ tilt?- 9 m^(omm.m 

■So 

[0 0 17] «§W1, fU4SE. JW, w 

*mm~rz>z bnxzztnz-tbtizmmxhz, *t© 

loft, xV^^SMil, -h^ftir^yx^fflfF 

■si w^;vfc ft -e & < mm ft r 9 i? 7, m z fi-r % %<o&-& 

7*4 i> 9 /v^WH ©If M \C7 9 i? 7 X 1 5 1 5 ic Jl^ 
[0 0 18] KT©^"?'!!, #< ©#5£©P*W^*?§ 

ffltttjft¥&Xh% 0 ^©Sffc-CB:, #aS93&TMfclftBfc 
ic-f 5r.2;£>&tf-;5/'c*(;:, lea©*}*, flfj£g 

[0019] rr-e, " -HKM" x«, " io©nj£ 
09" fcP¥.£©H, XIZ, mMMt& 

KKW 4n5 Wfttt, < £ t> 1 o©H»5iJ 

testis - & ?rs*-r 5« w#«©«* (ommr-mu 
5 -HJfeM-m" (i, ±risiciljfe«^#m 

•tz&mtift<, xti, •fdi«*jfe«itgi:ic#ft!iw^u 
coxi*fficoii*^^#flgi-5^!*^v>„ sic, ^mm 

ftcD-fv y 9 (Dmmmfe^m&m^icTjk-r t> ©-m 

3SKXS1, «ej©WSt-3C.i£Ett^3t>©-?t& 
v\ 

[0020] ^mm^mmm^ m 1 - 6 u-cm 

r h h (oummftmmm £i§ x. a r t (i, ti, 
[0021] -f&miat, xyf^f^©feftti!M 

icl^J^ftS^y^y^tl, JSfNTXf^vx^-r 
-ffcJS1-5*(ii$fltm-e£>3o £it7?(l, if©i5*flMi 

HSu£-efc<9, ^ftti, EWJ^xti, s^«-e%j; 



S;©:£ll, ^f^rVT7r'f/K *hy — ^y^f 
vi>~X\i.*.9*r4 9*f-9, Mf^ft 

[0 0 2 2] ST-x-^rtw^^-r^ySr^rF^WT^ 
■fe^^fcBSCfcft^ mT-^-^llAMfticil, SBW 

[0023] ant ^mmco-mi&Mfc'&ix, 

77-f/H0 8 ^r^-fS©!^© 1 Oil, X^l 0 0 
<r> 3 > ^ >- y ^jg^ ^ r ^ ir ^ *4r*-r 5 ^ $ ftfc 

tS^irSriftliE-t-S-fC&a. ^ - X\ ffiffl-fS ± 5 
[0 0 2 4] X»l OOWs^k H*$tlXti, T 

7°y ^-v'g^xti^-f-y >?v—;v wmt, 

tuyyyy-y (SftiffiflO ) lei DHixUfc* 
tc, " «#" , " *itrSroft-C«#*XI4, " BBC 5" 

y- i/ 3 yiz£z>&mtfjfti%mmi>, ^.^ntcxm 

1 0 Ofig^ftftll 0 1 SrgttSo g^ftfcll 0 1 

m^mmi o 2xm&-r?>, w^, ^^h^x 

fl^^e y \cm%^%.tiX^ZXWi o oil, 7/^;* 
(IP*,, Wf#<t«) «rffifflCTBif#« (Mx.il, ©^-ft 

fcx-^$B^l 1 2(1, yr^/vmft\.Xli.fm^^b 
tfX^ftW XmiO 0Xfeffi$k<D<P;±ik£nfcyT4 

x\ y r 4 /v-mxitmtt. ^ittm^xmzxitmft 

— y^l 0 6l;:^m5Xil*B*£^5„ 7r-f/v|i 
fl, — 0.#b^x5t, 3yxyy*91^d^c-r5©ic, 

[0 0 2 5] §g"5T£ixfc3.— IfXtt^RT^^fc^A'— 7 s 
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©7< yAO*#gif^Jifc7 7 ^;H 0 8(CT^-fe^ 
T'tSr irSr^BE-rSfc&t;:, 1 0 0 doVvrcDT 
?±*mmi 0 4©ftW, gfiSfrXfi^Sft^L 
T'sy^l 0 6 tWa$-&e>tu5c -J&lfti-fi, T^ir 
10 4B, St^Xlf/Xttff©J: 5 (-, 

si-s„ fcs^ta*, Tim^mmi o 4(4, v^s 

LXfifffi-f-S. MiCDnxT, g^b^tb/c^r-f/H 
0 8^©*{£®fefrSi§i§rlU4, ir ^ » y x ^ffifF«r 
ff«l 0 lit^yffl 0 6(CjSJP^nSo -J&ifti-fi, 
■fe^a. y^^ffiffifFBTfirSll 0 7(4, S±it^tbtcy 7 

4>v\ o 8rtonyTyyi;7^'t^L± 5 t-fs^-— 

if©T^;*#li©w<;v;X(4, -fe^ra. y r-f u-</w£t 
^/g-f S©f-teffi£ft5„ «xJ4\ gt^fc^fc^r-f 

/w±, " s®" , " , " mm" &xr #mm n k 
[0026] -gus«t«oT, -fe^-^.yx^ffiffifF^ 

ft#l 0 7(1, «^!T^tlirr^14«4;ftSffi©»£ 
ffiv^S, 7T^Hg©B£^[s©ffi© wf i*£r£tr„ 

snfca— tftt, K%atitza-"Fmk-7T4 /urn*® 

^;KDftfflfFprsi^i-s^^fcSo rr-etffl^s 
naj:5K, a.— flixu, ?>-:/gif4, m^^ntc 

ft1t-7r 4 MZ.T 9 Xtt, 7r-f^^t 
-fS, Xtt, S^$tifc7r^^?r^-rScD(cffiffl 
£ftS„ K"5I§nfca.— y-'tciS^r^J; 5^3.— ifH5r 
WSffiMWtt, *H#fFWll#^-l 0/0 7 4, 8 0 4SC 

[o o 2 7] mommmi^-ox, -tr^yTvffifflfF 

^ff*l 0 7(2, 7 /^®£»S-f S#SU«T^i?-* 

T^-fe^siijaos^aii-rsii^r^i-So ^--if© 

(«X.(4\ sKy^-) (c£i9faJ»£;riT^S?)T\ 
^5^^-TSo KT©^tt*lftMT?tt, 3H#f4, ir 

©W -tT'&S-fe^^y x^ffiffifFBl'ttmi 0 7i^*<3 
V^TV^S„ 

[0 0 2 8] ir^y^yttMfF^fimi 0 7l>lfto 
T, 3-— iff*, »-lFfc«l3T&ft;/fc:fc*&<«g|©i' 

STfettSo ft S© WWJ4, fcS-A©^.— i^tt© 
^4.9 %3SKfBffi^fcSi fc£Hf*U ^LT, Z.ivQ> 



}4, 7°n ? ? ^7 >- Kf-i 5/ ? ft© 

a- if ©tt*©Jf-ex«:^— ?©««, i€7n7r-f 

/v-x.(4, f— tr^©ft$^^«<5v>Tfc iv\ £?©*a- 

fcfc, 3.-ifi^fijaT&^fcft*©V"</H4, a— jfjJJ 
T^ir^^liJI^ 4 9 7y-f /M-T*ir*-fS £ t £fF£ 

ti/r v > s s-s-e $ x. t> , 85* \mt>n s $ axfc 7 
r-r/K-r^-fe^-rsi-i*, ii-K&ir^yxyffifflfF 

jp©#m^*jp-rso 

[0 0 2 9] KTl-Si-f¥*ffi(-mi!-rs 1 5(-, 3.-if 
(nftfeftS^T-f^) (4, ^-^ffmUtStiTz^-f 

fc>H s ^ r ^ ft © r ? -fe ^ siu i - 1 9 1¥ $ n s m& x 
Sx., — ^Jfe^ir*n, a-— if©-fe^ 

tfRT»fi, a.— !f*s, " Xtt" ffi*" ©J; 5 
i^S^fi©®^, itro^t*Ht7r^f;H:r^ 
•fe^i-Si tSrfFU ^r-C!4, a.— !f}4, 7r-f;H*i 
©T^irx^,llJlci >9fF£ftfc, mW£T?±*i&ZG 

£*H£3Witf#fl*»,&'0<Sf 2 ©/^ 7- Km i 5 
H2©S?.|iic < t!PHir^'ft;$^5 <J wv^#x.S 

[0 0 3 0] -^WiCii, A. y y|j 77 ^ 

>-^i-So Eft^nfTi-feffbT, -fe^yxyfimi* 

?±*%W\1 0 4i4, ir^r^ yx-ftf#©-S|5t LT, 

^y^ioefticttw. -fe^r^ yxytf#ii, JE 

7r-1'/HgS.t^/Xf±loX}«^-h©«ffif ! F"Br 

^StbS-^©? £5#T^ir;*-e&So -fe^^y^-fW 
^UT, Bt-^ft$^fcir^3.yxytt#l 1 02r 
IS^1-Sfc»fcl8"sr$^fc3.-if}rHjg1-53.-ifSi 

-e, nff-g* (hp*,, ^it/m^mm) 

tiSo ffif-^fkSftfc^y^l 0 6(4, ^^^ft!l©tt«i4 
f+JP $ tite ^ ^m-^K tt, S*©S^t; § ixfc 7 r )V 1 
0 8^r^-t-SfcfeiC, Bf^L^^fcx-^^l 1 2 
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lo[4, T^ir^T^D X">3 V (fiP*>, ah— f- y V 

t-rSit-rrfcSo JtmiitHfob-f, Bf-^kStufc^- 
s/^i o eim^t^tiltf-fn^i i 2 ft 

[0 0 3 1] if ^-ra*#< 0>*Wt?£ &m*3rik/&%r 

fflrm, Bf^fc®^^$ft6$i;4W<?3„ v^-fft 
f^&hthtc^it mh. Bf-^-o a 

<7?$l!4, ffl^^ftftV^ f-?I? (Data E 
ncription Standard) T '/V=£ ]} X*A 
(DES) , Blowf ish^D y V ^it&XfT w 
o f i s hBf^-ft:?r^ti> 0 Sot, *58«©i^B. % 

ft b ojfis^ffiffl § ixa m^it/^mm <Dm&.\ci»m 

[0 0 3 2] ^JflfttCte, £:M:$ftfc:£#l 0 8(4, 
Bf^ft£ftfc:x-^Sl3#l 1 2 (IPt.5:*S#cOBt^-{b 

IS) SO 5 , ^ft^fc^r^f/n o 81c-o^t<d±* 
^VT-jfimZ^-fXlZt&^-yffl 1 0®, 2o<DgB 
#£^tf<, Bf^^ft/cx-^iS^l 12ft»nyfy 

7 4 fcfctc, a— if X(4 ^-y«iSr#5fc 
*(rf8tE£ft3&®tfSfe"9.ao, a.— TOT^ir^WII 
(r (BP*,, T^ir^tti) *fLT, y xi"lf $RF*3© 

tfcT^-fe^^Hij^aije^ns, T^-t^x* v 
fo5#-a-t(±, je^, a.— ifi^H-ra-fe^r^ y 

CD-gB(4, ^T^y ^Xf4^-^T s^Bm^ 

-fy*-:/y#- (#Sx.tf, zf^vw \Hx\ 

ft&vv££gi£ft5. 

[0 0 3 3] EI2AS4, #*W<©— jlSStfllr^oT, 2 
ocD^\ftfcT^i?x«*fcPm*ft5El2 0 0^t„ 



g^fc^ftfcXx-lVi^ 0 1 SrTi5"fe^-f 5fc*(^> 
— Iff*, g#;ft^te7r-f/V2 0 1 tS&^Sft-CV 
5, T^-fe^ffillj2 0 4(;:*j-LT$lJ£$ft5^i£\ " *n 
&#2 0 2U:*-3Vvt\ T^-fe^Htr* 
■fSi^H^&So gc^ft £ ft 7 T-f/v 2 o ias$^T* 
*>S»^IC|4, a— T|±, -fc^yx^ffifflfF^W^ 
2 0 6l^f-LT$iJ££ft3 ($lxJ4\ loXWilKi 
cDftfflfF^H) 4 15 sdv-tr^ y x^ffiMfF"ST^/V2 

fife®® \c%.t>tiZ> 7 74/^T?±*£tiZ>Zbff>-(: 
*5lfrJi, 2o»}I^&#l^" ffA^ttS" />^< tt> 

2o©ft^2 1 O/JSfoSo 

[0 0 3 4] S2Bi±, *^HJC0-^«M^ftoT, ® 
SrM" 5 Ti"5^iaci7n— x-Y— h 2 2 0 5r^-f 0 
# LT, M2 2 0I1 *3 ; ee 3 <, tDiJit^MSrt 

[0 0 3 5] 2 2 2 T*(4, M2 2 0 ltii^Vf^m<DW 
ti5 0 -«W(-i4, S*i4, 

fa<Dh&J y<lcmiM1-&o 2 2 4T\ a— r(dOV>T 

v\ ftfetgic, *aa2 2 0i4, fes-fedr^. y Tvxtets 
« u^/w-e^'fb $ tifc 7 r -f /H- 7* * * ^ -f 5 *n 5 ^ 

«t^M«i©*f©) m-t-53.— if«s : ^5 5 o 2 2 

6T\ 3— ifi^ov^TfD-fe^a y x-f 

ti, C^f4, &£*i5„ Mx.i4\ 

arfcii, ^lt, srtftJttt. Stffiv^-fedrz,yx^ 

[0 0 3 6] 0 2C^#it5i, SJfe^fc 

ftot, (£MfF^rii4r«^-t-sH2 4oas**n-cv^ 

5o «^l§2 4 4i4, Hi: LT<D» £ f : Xi4 2{I#^- 
^V^Sr^S^-t-Sfefetr, |2B(D2 2 6tftS 
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3Bj&7°p-fe*/&»e>#bft3, *cd «£ 5 &Ic£3S£-r£ 

K i. <9 7 A - K £ ftSSffiv >"7* 

rt-efc5.o v^ft©*^!- 1 ^ A* 2 4 2(rjSC-C, 

£3S£^3J; 5^*/$£ft3o -HiS$|-efl 

24 411 I/5;5*§Xim©i2 4 6^4U SI 
2 4 6CD=g-^d W<;H (iftffltJfaUf^) , 

-</V2 W<;VN (iifficDir^ Dt^) COi 

5ma!)r-f w^K^iS-TSo ffi«^»J"eii, 
#IS^2 4 4K:<J:i9l§£$ftfegt2 4 6<0&*fl i? 

)v<D3j.%;T?±*-tZ)£oK, mnt^^-tit^imxh 

tf\ iOffivHr**-!;^ l^/MC^-W^ft/cg^t;* 
ftfc7r^&T7i?.x1-3i££fFl-Ct£\ £?£L 
v\ HV^#x.5t, w<;H ©ffiffifFBTH (Whs " m 
W 1 #SB § ftfc&^fc $ ftrt 7 r ^ /Hi:±u:»j£$ft 
fcSfciSv-fe^a yr-f U"</v) £-c©R£ft:$ft 

fc§S«(;:&t>ft2>7 7-f^2 4 8^T^ir^-r^fc*(C 

ffi^-et, -*w^2wftMrp^»i, " mm" t& 

*£ftfc££ft£ftfc7r^/H^<z\ ±x<D<£±it£ 
tl1tffl&\£&ibtl2>7T'(A'2 4 8 %T 9 

aPf-f i^7VN©g^[i£ft7t7 7^/^T7-fc^-f- 

on, a— ztib<D'g^{t£titcmmmt>ti% 

1 owffi^Wf^^^-fftf* J: 
[0 0 3 7] |2Dtt, ^KWffiOKJt^Jir^ofc, 
fiMfFWftSr^-tSESr^-t-,, «38£&2 4 4H ± 
§2 4 6 tMW®2 4 7 t LT^m^XJ4 2ffil£cDVK 

ftS-fe^a. Dr-f w</v£rM#p-f 5< 1 oXlt^MJ: 
©/^Tf-? 2 4 2trS:ff-r3o 3^lf2 4 6il 

£ftfckcD-e&!9, ^LT, ]) f^XI«l/-< 

/VT?#fl $ ft fc S^-f t; $ ftfc 7 r 4 Mc 7 7 ir * 1" 5 - 

k&mMfc-rsoK&mztift&o »i2 4 7fi 
cd 3. y r -< x nmm w^v & <o h \& < #m £ ft /eg 



6 S4 2 tc^S £ titz£±it $Jifc7r-f^7^ 
5fc&©k©T*&5£®S$ft5„ $oT, Mft 
«2 4 7fi^ft^ft, ir^3. y ^^X(lS:*l4tSLT 
U^</V 2 1 9 % fSV ^f^T CO , U^i/V 3 , 
4, . . . u^/VNi^«$ftfc^ftSftfc7r-r/v 

KT«lMi40 2 Ci^^VT*;^ L 
"C, S2Dl^*SI-affl-t ! t5 0 
[ 0 0 3 8 ] H 2 B (CMS t , 228 XffiffiZtiZHVfSS 

«fc3B£<*ftfc&fc:, ttfflfFBTtttt 2 3 0 -e, 

* 1 1 5 R b S ft 7 r -f ^ 7 7 -fe ^ -f 5 © 
iELV^fettffl-t-S. ^S2 2 0i4, 2 3 2T\ «ffl»F 

fF"5I^f±s o-*/K-Xi±aPSW(^»$ft^LT, R 

ffi?FW»tt. 3.-1f*5|B2©»|iE^aSr3fiii-t-5tt© 
h^*^)*?* u^./ux\ S$*i^fc>ft5&5S^ft$ 

mm ^?>±m^ &tom&¥#}tiifflta&JLftM 2 ©^ 

*y-K0>J;5fc, ^2cr)^|iE[c:j;i9, ^=K^ft5J;5 
$ft5„ ^R^ft $ ft fcSHSf i^ft fc>ft 5 7 r 

&T?±x£tiz>t%\^ wafFzimttim-ettt!: < , 
loftot, 3--- !Plcov^-rlflSc$ft1 :2 x^4^ , Stt{l:$ft 
*v \ $ ftfcSMSS i-® fc>ft 5 7 t 4 frit T V -fe 7, 

$ft5tticf4, 2 0(42 3 4iCii^ N r^T% 

r -f /H^9 © 7 r -f /v«©5t Hi b ic-r 5 » (c, 

[0 0 3 9] 12 3 Ad ^-y?3 0 2 t Bt^-ft^ftfcT 2 
-^g|S5>3 0 4^^1-5, S^ft^fc??^ ^3 0 0 

d 77«ttl^ 3 0 6 ^T*f)tS4<tl)i 
i/\ fc5*g-i:tt, 77mS* 3 0 6lt ftilCD7r 

;v© ^ og^f k ^ ftfc 7 r '^<o± * a y r w 
»^Hi%^i'-r5fc*^{$ffi$ft5 0 ^7^3 0 2 
(4, 7r^f /Hi^n 7^3 0 8, i7'n 7^3 10 StF 
^iij7n 77312 ?r^tf 0 7r-f^i7'n 77308 
ft, «»®3 2 0 (BP*>, Ltf Liid o c -k e y» 

Si-R^fb$ftfc7r-f/^3 o oi£7#±*Li.o 
ii-53.-Hf^pjgi-5ffifflfF^li3 2 2 -e©BS-^t 
i.y)^^t^titc7r-f/ums o 9 4r^tp 0 ftfctit, 

7r-f7Hi3 0 911 ffifflrF^3 2 2 fc L LTffiSli 
3 2 OlCilJBt^bSftSo »»«3 2 0J4, Bt^^ 

ft^LT, i7'P77 3 1 oim$i£n%o 

d H7n 77310 m%mm 3 2 0 codt^jig^^r 
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y7fth<9, r^Tii, 0 3 Ai£3otf>8l;/n ypftB 
ftfc, ffiSSftfca— iFfi, Kiflr/ny* 3 1 2(^©a 

[oo4o] ±x<DT?^*mm., ^.-iPSi (m 

?'P^3 10 F*3COffi»|i3 2 0 i±, l« ^{t^JWcix- 
0 4\£T9±X-? Sfcfeid, 77^^83 0 9 

«a«3 2ot b hizim^mz^-fz t $ 

[0 0 4 1] -JOteWc^oT, m^rik£tltzf—?M 

[0 0 4 2] fficOSfe&fiWc^oT, ^^tSflfcX* 
(7=-^) (4, CBK- K£ffiffi-f?>*t^B£^-, Bf-8" 

?—9U.-?xiy?xm5=rit£]nZ> Q %r-7uy?W 

(^Bf^T'^h) Cft£©Bf-S§-ftx** 
h (Bf-E-flSf 1 ** h) ^oy^lcaE*-f5#fW»Sf#r 
;vd'y/A) t?&5„ icD'g&te, Bf-8-gS (BP*>, 7r 

$nfcOtflfcOl*-§<ftXB:I^CPS-§«Sr4WL.-C, Bf^ 

5o H/tfttt, 7""^ y^f-^XtPftftt, 6 4 tfy 



TBf-^k^So nt-Cgfi^^ (IV) fi, #-7' 

[0 0 4 3] ^g^$tt/tx-^®fttl»Bt-§-ftii, r 
-»taa^PLT, Kff$H5r t^-B]-fg-efe5„ if® 

£ttTV ^ftv ^=f~9 <D^ ©#ft£r^x.ftl ^ - b xh 

fc" ttic, *«ffittibS*i5. £#" xy 

z. doc" (i, siR^^fctt^, ^7^fryhvi/ 

y z. doc" «S*|SWt^org±{[S$#T,fc«{i:, R 
far 9 irxtti y x ^ffifflfF^Sr^-T 5 r 

y^y-^^rffittftT'tS, ^1C" x y z. doc'C 
[0 044] *5SW©S5*»«rotero l o[4, ««« 

n y ^ Sr^E L ft imtl ft t ft V '> r b * L JEff "C t 

^ 0 z.commt, ^ft^fc77-f^otdf-a y 

[0 0 4 5] S 3 B!±, *|gBJ©-*Jfe^Jir«ofc, S 
^{t^tbfc:7r-r^®FiJ^»-^s/^f#ig3 5 OSr^fo 

^fl±y7^/^^> h y <D&Xh& 0 ^yVffi&3 5 

t\ %^t£ti±yr'(^iH<Dm%{k£titc7 ! ~?l£T 

9 ± * X # S r b ^fftfjE-T 5 <D± df- a. y x 4 ff # 

ff#<75&#ftgB#i^ ^ftffi^liXil, I3AOCR 
C3 1 6*Li^, MBl$^TWj;V^-ifl^J; t)^y^ 

(MAC) i-i l9{S:«$t^T^^5„ 

[0 0 4 6] ^y^*jg3 5 OH, »*L< i±, t-^ 

5ft^-^T3'7 s WigcO^!|i4, HTML, WML, RTf 
SGMLSr^tPo »4LV^*Wt?i4, "7" — 9~T y 7°H 

K«jirxMLtt«-efos, mm~BimteT7--£xuffl-?~ 

?Tyy°Wm (XACML) "e&5 0 -fgKJiCii, XA 
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s*#tJRttffi©w*t*'3<fs«r-c, Steffi 

f4*°D is— 7 4 9— d&bftTW^) CD, ^©jM* 
V^iJ»t^9ll*5„ Mi-JPx.T, XACMLIi, 

««©»p£itft-t-s/c&t^ #y ^-bbt^a-** 

[0 0 4 7] — j/^#j£3 5 Oft© lo©a#J4, lo 
3 5 2 WlJilS. s/^ 3 5 4 S4, U4*U4*:£# 

/?t4 M%^-mm t ^tftis it ^timm, bp *>, 

ttHHWbSn, "Er Lt> ffl^$fLfc^>-x^x^(- to 
T©*R9Wi-^fc^T?§5. «xJ4, $±ik£h1t7 

7 4;V$L, -ySfsftV— -7°<D 9 £ 

f4, IPI^ft, :/©#;« 

3 5 2!t 1 Of±a:V^T 'J V^'©, LT, ffif4"V 
^-Ci>&^ 0 Wv^#;tSi:, 2 0©j&7*ns/ ;?©£.*• 

}4, (^/i^-T'xrtfl^roSMMit^ur) *fjs-rs^ 

[0 0 4 8] fi7*n y^^ 3 yf3 5 6 f4, f*KH 
3 4 0 £ft«-fS©t-'fefr]£;ftS9f WitT/V=?y XA© 

XAtOAEPj£Sria^*5<2tlU«iBt^«lfl|-C&5, R 
SA-OAEP (RS A-ta^W^f-fy^' 
(Optimal Asymmetric Encri 
ption Padding)) tfMSffl £tl%o 
#-<T 3 5 8 © u u i d (4, !I0j5» t - cDft£«^-r -5 

SU-f So JnfcT, i^l 0 2 4Xtt2 0 4 8 \fy hMX* 
hftfrEofrni. 5 ft, $^T©JSttf4, f£S«l3 4 0 

[0 0 4 9] 3 5 0 ©7*n y f 3 4 2 (4, '> 

4<i%3o®t^yh344, 3 4 6&TJ*3 4 8 3r 
#-T5 0 -fe^^ f h 3 4 4 !4, Bf-^ftS^fcx-^SB^ 

5fc*fc91»fcl&!3 W^&tift^ftlX 
WLiZfttcy r 4 A-m&^ts* v h 3 4 6 14, 

, Xi4, " Xf4, " *L" ©t©1?^y 

ir^7< > h 3 4 8i4, %±fc£tifc7T4/\'?i<Dffi-f§rfc 



[0 0 5 0] a-1fXf4, £ V) ^jktStl 

fc^-y^«^3 5 0©ffi©gR#3 6 0tfS&5„ Sf^3 6 
o (f£»4*£*i/t^ftv\> (4, 
^T^-fcr-X-rs© 14/ctb/ if r ^^^131" 5 gc^f t £ U 

rc7T4Mzmtbz-£tifcT?±xm,m%*sm^ 

fliJtrB*»tbT^5d»Xf43IS$^-C^5o T^-fe^SIU 
©MftSPiBf4, *H#ffffi!l#^- 1 0/0 7 4, 8 0 
4 5 0 

[0051] tm^mmn, Tf-txmu**.— 

ft) xs4, {SMtT-tBt^^ti/ttj;^^, aw 
sni5. r©4§£-iu4, fttttli4, a--Hf©^PBli-e 
X S4 , *f»©^ft^fc7r^ /i^sg^f t $ ^ 5 

if © T ? * x« K Jt L T T ^ -fe X SIiJ «Srit5bftlcai3e § 

3--if©S>^«t*"9 ttl^nSo ftttftii, T^irxS 
10 SrS 5 W-t© icftffi § T ^ -fe ^SIHiJ SrBf 

— 7r-l'^P l; )© :a >'7 i ^5 / irT^-fe^ v tSr t^s 
WStLS^^I*, 7r-r/HBt4^LTftttllt (X 
tt, ffiffllr^itt*ir) ^»9 1±i^*x5o ftfoDKi, fRfll 
if^^^tb^tifct-C^ic, ftH® (Xi4, fifffllfsrii 
kmc) f4, ^r^/v-il^li 1 ? (±it©Wiffl$tx.5„ 7 

v^T, ^--if©r^-fe^lti-*ftTSiJ^-rSfcfci::ftM 
£*iSo v^Tti©S^-i-t), ^— if^s, 3L— wsr^t 

* # y tew lt+^ r ^ * ^*srW-r s t § 

[0 0 5 2] 0 4(4, *«BJ©-^*M(-«oT, 
-ft$tbfc7r-</H-T^-ir^-r5Mffl4 0 0O7n-f 
^- r-^L^LT, S 3 At 3 Bi:#tfflff$tL5„ 
JM4 0 0 (4, a.—ffim±ik£thtcJ:miZ-T?±* L 

(#>RS4\ 5:#^ft^^3--/v) T*tf $ti5o 
f4\ a— if(4, , n-*/vXi4®R|7< ; ey 

v^BV7i- (sftisao >7-r y Kr>x (sftigM) 
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$tirv^5„ g£fc£tl1t7T'(/WP~?> -^©^o^ 

tiS„ ftbflfcl, ^CD7r-f/H*, #!lxJ4\ 

77 Y (%MMM) T7°V jr—i/a V©7r-f A-©T 

m, " -t—yy" ar^Kfetfifflit, r^y^-- ^ 

[o o 5 3] vvf*L©*g-i-^ 4 0 2t% *©J;54 
H^©X#(4, T^ir^SlxS^t tlMl£ti5 0 

^fitzxm^^M-r^mK, i34oo(4, m&Lzntc 
?£(4, ;$t*©5tellT\ 77 4?xnm%&&-rz.tr'h 

5:#©-,3/^rtt^ti^ T^-fc*£tLT^2>X#(4^ 
^ft s nr v ^ 5 ^ fc tiSi-. 7 5 JS.o*» fc 41 
W4, 1S4 o ot44 2 otcii^, bp*>, mmzintjc 

•(4, *ft^ft*n-CV^5fc*4*n, ^LT, «o 

- * § yf&hZ, s> 7 7 

[4, M4 0 0(44 2 OtCit^, SP^, S4K£;}x/cX# 
(4, #££fls£*tfcf:**£*L, ^LT, i*i(4, m&L 

[0 0 5 4] 4 0 4f, :§K£fifcX#tf\ KicSr^it: 

^nTV^Stftg-tS^e-tr^ 134 0 0{i4 0 6(;i 
Jt*, ^-f^l//X(4^-f ! (c4 9{£ffl£ 

tlTV^5^7-l'T>' |WWf4, ^-1f$;T>V'XS4^7 
-fry h^W^MtE$tbTV>5^tr^:3&t-SfcJi)^tfe 

*S#fFtBJg#-§- 1 0/0 7 4, 8 (MfclBftSftTV 

V^V^§^(;1(4, 114 0 0(44 1 8trJl*, ;itU4, 
x--^\mW£^7-t a— F£ 

i-iSif-aiCE^ ^r©^s^Xf4, ^ ^ y ft* 

[0 0 5 5] 4 0 8-e, m^-^tl/c-fe^-^ y TMfMftft 



^*SliJ©»^fci^ #H*J4, #SRt*3---1fXt4, 

SlXti*^ y-fe-S^ 4 181?, a— |f Six 

(;if4, rtU4, ^©#:£©X#--T^4r;*-f 3r 
©n.— jf^fifff$tb-CV5rt5:S*U M4 0 0 
S4, f*«®^ffi^-LJio^f9(±l-r/t*t4 1 ljcjt*, 
^LT, ^^k$tb/c3t#^g;^gv^^^5^Sr> 4 1 

Xf4, ir^^yx^'ftSrtl-ir^^y^^ttfflrF^'lf* 
g^asftv^&JgSftStti^, 134 0 0(4, 4 1 
6 Kit*, 7r>T/HK!8 s lt5W$*T/x ^lt, 

fcX#a«ft^fe£i*££ix5iti;:(4, 114 
0 0(4, f&tE&ftfc^-im-tr** y x^ftfflfF"5IS* 

I4tiitp 0 -jftWl-tt, ftfflfF'BIIlw-fe^ayT^ w 
^K4, s^k$ih/7t8«s^«t>tLSS:»rt©-fe^a y 
7 l -1'ffiffl« : "5IM*t«Lv^^xtt, : enj;^fl5<4(m 

^v^^-tcti, 1314 0 0(4, ^-—flcmW£^y-^ 
s'-fe-v f Sr^-rSJ;5t#fi&**xfc, 4 1 8tiitf 6 

(4, IS 4 0 0 (4, 4 1 6 iCjlt?o 
[0 0 5 6 ] V^Tti©S^iCfc, ^{t^^/cJC#^ 

S»v^-e^v^'grici4, 7r^/Hi^»»«*3S-e, X 
(4, ££4l;£ftfc;fc#flS©*&^-e&5J&£fcl4, ftM 

nfcx#xi4, w^jifcjfo7 y rftayryy 

^, 4 2 0-Cfit^Stl>5„ 

[0057] gi5i4, *mm<D-mmmm^r, 

Stbfc7r-r/WXi45:#^S^:ft-r5ia5 0 O07n 
-^^--b^^-To 135 0 0(4, ■7-f?ny7F^ 

(4, ii©Ift?f!Xi4, *^95(4, ^©4 5*HP14rs* 
[0 0 5 8] 5 0 21:14, 7* 7 S f <r)3Mft . 3£R£tX 

tt.nr— y-y y^r/y ^— ^g^itm^nxw:, * 

-& LT, 3--if(r4;i9ffittftS^S„ tf— if!) 
y^r/U V(4, T^^py7M7-F 

Kg) , ^?py7M!7-«yh (SgiSfl) X 
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ft, !?-F/-!-7i^F (&m$sU) Xhi.^\ 
ffi#-T5 0 ^5T**W!§-g-K:ft, loXBW-hOT 

{n£tlXh£\<\ 5 0 4T\ £?;£L<ft, rTV-^x* 

^-i>Ty-fmm xacmd <d 

[0 0 5 9] 5 0 6T\ $$«Bt#$l (BP*>, 7r-f^ 
«) riK ;£#^o^T»Bt^i7^-;V^ibl§££;ft, 

tv5o -B^r-f/vft, ^{t^tvfc^r^/v^fifc^^ 

av^Kf) , ItbWt-^^^'So 5 0 8T\ 

£»ft^:y^£ti3o -tco J; 5*®*^ 

y v^y-^xf*, o s mmz. <t <o mmm^m^ 

3) , :$c#ft, 5iot, yrJ^mizXV^lt&ii 
C5" S*asffitt^Snr, XfcSrPfltS, 5 1 2T\ 

^st-rct, s:»<?5g^ist±^^y 

«&S*#J 9 ^ x btitc hUfe £ tiSo $ 7 r -f A- 

Bf^ft^a— ^k^^frTt ±V\, 5 1 6t14, 
[0 0 6 0] Bff^^ixfc«»li^»-rSfc*SC, 5 

^[f*»i£^JKft, *LT, ^y^KISfc&iiS. H 
[0 0 6 1] _h^cDj;5i-, %±lk£tbtcJ:Wtz. Bf-^- 



fofcf-fUft (BP*), Bt#ft$HfcS:#) ©, 2o© 

2oof|i^|i, 2o©I45i, 7r-f;v»ta.-f 
ft, t^MWfft^S. ftbDt, 2ooi!fft 
£ftfc«#f4, 5 2 2T\ iOtlT? (Xft, lUC^-if 

[0 0 6 2] Ti5"fe^SIiJ©^o^©ffi^Sfe5^fc 
ft, ft#/£»^--if tr-ot^TXft, a— ifro^P— 
^(Col^T, 5 18T\ Bf^L^fcT^ir^KMlJft, 
g| 3 A iC* £ ftfd&IU ^'n y ^ ft (C , B# ^fb £ tl/t 7 ^ 

[0 0 6 3] H 6 i±, *^IMCD^!|/^CD^f 6 0 0 
7A W ] NDOWS 2 0 0 0/NT/X P 

it^7^7y^^6 0 2fi, 

fiK^±it zhtzxmtK »»r s y m j; o r 
^9^t>- b^-v^-/v6 o 4©wn zommt, 

i-%h^\UZ, ?74T> h^v 5 a— ;V6 0 4 Wft#5r 
[0 0 6 4] 77^7^73 76 0 6 (M^lfi, 

-ya^) tt, a-— if ^e— K"CXfiO s 6 o 4 ^e— K 
-c»^U ■t-Lt, y^ey 6 o 8ftir^^tifc5:#(c 

p<^-y 6 o 9t4, ^--^timmzntcmmmztifcA 
i^u6o 9 ft, m-rs^fflfF^^wt- 

5o UtTlCftffLT, m^^eV 6 0 9 ft, ftiK7jfifi^6 
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-/V6 1 oti, i •oxtt^^±.<D^^t/^mm^ 

HfTU *LT, f^*3 9©flF*ft/*#««*IStf-f« 

[oo6 5] — nis^t^or, ^y-f ^-;e> J ^- 
/^202te, ^Wftjt^te, ^^T^y^v'XfAO 

^Krotf^fT^frSO Straff LT, ^y-fTvb^v 1 
a-/V6 0 2}i, VxD (MMysUy- Vy4^) , * 

[0 0 6 6] gj#T[i, J-— if (4, T7°!;^-->3^6 

0 6 ($lxJ4\ MSWORD (S&iSfl) , ^7 — /K-f 

(S»i880 Xf4, PPWJ) f^MSTS, 

L, -t LT, -fy* /VRTfgftv^xA (IFS) 
^-^t6 1 2|:r^"fe^t5feJf)l^ AP I (ix 
fS, createFIle,MS Windows (S 

&$SH) rtrow i n 3 2 ap i 5r^ri-s*a« y-rrn 

gjfcH, ®^0^7t^^->^7 1 A (FSD) 6 

1 A\^mh^o B*snfcs:»^»^ftS*brv^r. 

t^tfeW^nS fcftcft, «7<^y 2 0 9 iBf-^fk^v 5 
1 0(4, Sttft£tl-?:LT, BBESftfca-iJ 1 

— Firefly £ ft 5. a^ES^H^^fcXSrtwr^-fe 

2rtT§i|fi ; £ft5, jai£^5b-cfe5^a-ir«, ~ft 
£ftTV^5r fcSrl^L, 7r^/i#JS, ffifflfF^T»fc* 

< k 9 m $ ftfc«»trc, -t * =l y x ^ flm*»6 

^9tB£ft, -~t LT, Mt^T, Bt-^-ft^ev?^— /W6 10 
^7-l'7yF ; t> ! 3 .-/V6 0 2ftO 1 S^ftSftfc 

(BP*., S^£ftfcx-^#) ^m-^TSrt 
^mr-f^o ^DTftavfyy^ ^lt, ifsv 

^— v 5 ^ 6 12 ^ILtr^P^g >-6 0 6 (>1M£ 
ft3„ #!lx.(4\ 7/5^3 V6 0 6^-f-y 
y-/VT-feS^^(4, ^ P7ftnyfy5'^J}l 

r^y -7--V-3 >-6 o mmwi-y-^h^m^K 
(4, * y rfca^x^yrMtje^ft-c/y yficmtbti 

So 



[0 0 6 7] ftb,©HitMt?r±, ProcessID/n 
^"T 4 t LTftJP>ftTV^5, ^V'— TV V>?%/7,y-J* 
(OS) T^ir^.(±, (AppActivate^yy 
K©§|»t LT) T7°y y*Sttft-f«OK« 
ffl$ft5„ ProcessIDIi, T^y ^—> 3 
ftSUU "Er LT, ^<D^-<^h^>Vyii. M5 7r 

5, -T^x h-/H5lfg/ c e7r-r/v> / ^7 ; A (IFS) t 
*-^t6 1 2^-<DOSr^-fe^Sr»^-r5fc*^^S 
)5c^9^-^«rSi5o IFS^-^6 12 

(4, 77^/Wt-/y, ^p-X, fs^ffiL, ft: 

^<dx otm*<nmw?tmi-t%^y\- y-&i lt 

X(4/>°9^~-*T\ T^ir^ii, 9y4T> h^a- 
^6 0 2 SrStt-ft-rSo 77"!) <Sr~i y3y|l±!)7^t 
x£ftTv^5 i oco^:#^ii^cD (^gt^fh©) ji-a-ic 

(4, 3t#t4, 7 7'f;^7AF7'f^ (FSD) m 
X.(4\ FSD6 14) H?!?^^*^, 

T > Y^i/^— /V6 0 2 i^j^ft, ^ LTitV^T, IF 

S-v-^-v^ 6 1 2?riiLTT7 , 'y -7-">3 K 

h^^a— /W6 0 2!i, li^^ey 6 0 9 tBt-^ft^-^a 

l o^ffiffitu -t LT, ^-rror^-fe^SIiJSr 

5„ Ity^ey 6 0 9^^©T^ir^r^ ha=>&©^S: 
L 77^^11*, Bt#-fb*-^3--;V6 1 Ort 

y r^e- k^x-^^x^s:*^, i fs?^ 

612^i LTT;/y ^—>3 V^P-K$tl5„ 
[0 0 6 8] *|8f^^, fc5fSiS»#ftttT, 

co^.Tfc'g, nmtu&<Dm^<D^< ©aEsi*, 

toffiHicia*co*|8fP5»i;Ht|5H^^K^5r i*L 
(c, ^T^tL5 5: tiia^^^i 5» lot, 

[0 0 6 9] 

[?§BJ»am] -h3zS®i5!-, ^mmizx<o. x 
[HSf©«**RW] 

[01] *»WT?<SM$tb5-^og^ft:*tbfc7r-r 
"To 

[0 2 A] *^B^©-HJfe^!|fc^oT, 2 0©K^^fc 

r^-fe^MiB?imst»^*f-BiTfes 0 

[02 B] ^IHro-^teMt^ofc, B^^ir^r^y 
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l©7n 




2 4 


4 




[02 c] *mm<D-mteM\z.moit* &m¥Fnm<o& 


2 4 


6 


m 




2 4 


6 


^.m 




2 4 


7 


»n 






3 0 


0 




[g|3 A] ^y?bft^\L$fl1£ ! f-9&&fr£ts2&. 


3 0 


2 




it £ fife? T 4 )V<D^W<T)Wik^-f m-efe5„ 


3 0 


4 






3 0 


6 






3 0 


6 




[H4] 


m3Atm3Bt mcmm £ hio^i©- 


3 0 


8 




5lifiM tcft o Tgc^ft; £ ft fc £ 7* ? -fe ;* -f 5 »ffl» 


3 0 


9 






3 1 


0 




[El 5] *3SfH©-mte09^or^$tL57rW/V' 


3 1 


2 








3 2 


0 


&mm 






3 2 


2 




[0 6] ^Kro^Wi^fTSr^-rHT-feSo 


3 4 


0 




[«F-f-©RH] 


3 4 


4, 


3 4 6S.153 4 8 t^y(> 


10 0 




3 5 


0 




10 1 


S^t^a 


3 5 


2 


i/c y * h 


10 2 


jf-sHt^a 


3 5 


4 




10 4 




3 5 


6 




10 6 




3 5 


8 




10 7 




6 0 


2 




10 8 




6 0 


6 




110 




6 0 


8 


^y 


112 




6 0 


9 




2 0 1 




6 1 


0 




2 0 4 




6 1 


2 


I F S-^^— 5?-f 


2 0 6 


-£*zl y r-fte^lf nTw-i/v- 


6 1 


4 


77'f/W7AF5>f^ (FSD) 



mi] 



100 



104 

S:*iSHTTPS±-e* r Ci'P— K&ft, 
8/20/99-8/28/OOroWE> P 0>, 
8 ;O0AM-6 ; OOPMWfW tX^-fc^fefVfc 




V 108 



101 
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[02 A] 



[B2B] 




[02D] 



250 



242 

/ 
A* 



244 
4— 



246 

@= W</l/2 • 



* 

247 ^ • 

@— — 1 U^/WN ► 



>248 



N 
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[0 3 A] 




[03 B] 



Header (Version 1) 350 
^header version-"1 .0" document_ijiild»"..."> 
<key_block_list version-"1 .0"> 
<kay_block version-"! ,0" group_uuid-\.."» 
*/key_bloek> " 5 0b 

<key_block varsion-"1 .0" group_uuid"".!^> 
J < documont_oncryption_key_key key_pair_uuid-"..."> I r>c, 
J ^ ' ... (Encrypted protection key)— \ ^ ' JCW 



</documGnt_encryptionJtey_key> s 
</toy_block> \ 358 

... (more blocks if necessary) 340 
</key_block_list> 

<documant_cryptoJnfo version»\.."> 
<document_crypto version-"! 0"> 
<«nc_doc_k«y>... (Encrypted document-encryption-key) 
</enc_doc_key> 

riAf-J -<Biic_doc_lBvel> ... (String like "Secret" or'Tc-p Secret" or "None") 
342 ^ ™ \ <»nc_d«cjevel> 

r <encryptlan_algorlthm name=..." key_slra="..." block_»ize="..." t> 
4 <ses_block s!m>... (sire of encryption size) 
L </s«»~block~size> 
</documen1_ciypto> 
</document_crypto_info> 



344 «[ 



<enc_documentJnforniatlorf> 

<document_irifonriation verslon-"1 .0"> 
^creation creator_uuid-"..." date-"..." / > 
<last_modification modifier_uuid»''..." date=\.."/> 
<rule_aet>... (details omitted) 
<fnjl9_seP> 
<document_lnformatlon> 
</enc_docuinent_ffiformation> 
</hoador> 

<headar_MAC version-".. ."> ... (See Header MAC Information) 
</header MAO 



360 {_ 
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[04] 
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408 




410 
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-416 



-420 
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[0 5] 



QST) 



500 



502 



504 



506 




510 



514 



+ — 



516 



518 



^-520 



j OR 



522 



524 
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[0 6] 




(51) Int. CI. 7 
GO 9 C 



1/00 



W3IJ8E* 
6 6 0 



94304 /^n-T/Vh 

^ ■ V 1736 7V>'- h t< > h • 

204-^- 



F I 

H 0 4 L 9/00 



7-V3-K 



6 0 1 A 



F 9—1* 5B017 M03 BA06 BA07 CA16 

5B082 EA11 GA11 

5.T104 AA12 AA16 EA04 EA08 EA15 

NA02 PAH 



-21- 



